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Abstract— An cxtensive text message increases the message
payload size causing a standard text message to be stripped into
several concatenated message. Sending such concatenated
messages to transmit a single message is a major drawback
considering the cost associated in sending out multiple messages.
In this paper, we propose an extcansive text message compression
technique having message confidentiality, authenticity and
integrity with cryptographic protection to enhance security.
Initially, the extensive text message is compressed using the MDS
algorithm into a cipher text that consists of 32 characters. The
encryption is performed by using an initialization vector and a
secret key while extensive message compression is achieved
simultaneously. Finally, this cipher-text is transmitted through
the SMS gateway to the recipients who will decompress the
cipher-texts into its original form. Results indicate that message
delivery time is not affected by the proposed mechanism.

Keywords—SMS, concatenated message, cryptography, message
compression

I. INTRODUCTION

Short Messaging Service (SMS) and Multimedia Message
Service (MMS) have become perhaps the most popular
method of communication in during last decade. In mobile
communication, when it is required to send a long text
message having more than 160 characters (often referred to as
an extensive message), the message is transmitted in a series
of concatenated multiple messages. When sending such
extensive message, it is automatically segmented into the
multiple messages and the receiving handset is then
responsible for reassembling the segmented messages into a
single message and presenting it to the user as single extensive
message. Theoretically, an extensive message can be
segmented up to 255 segments, conversely, 6-10 segment
messages being the upper limit in practice. Hence, a user
needs to pay to the service provider for the number of
concatenated messages used in sending out an extensive
message [1,2].

The proposed mechanism integrates a secure and open
, source messaging system into a learning management System
(LMS) by compressing extensive text message with a secure
encryption. At this point, we usc MDS5 fixed length message
compression technique and Advanced Encryption Standard
(AES) for message encryption (combination of initial vector
and secret key). With the proposed mechanism, an extensive
message can be compressed into a single standard text
message and assurance can be given for protection from
modification, eavesdropping and man-in-the-middle attacks
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with the AES encryption. Extensive text message compress.o:
is accommodated to avoid a major drawback, such a:
concatenated messaging, in the mobile learning environment
This assists us to minimize the cost associated with sendiry
bulk  messages. @ Moreover, encryption facilitate
confidentiality and integrity on such messaging system t
transmit sensitive data.

To implement the proposed mechanism, we use an SM¢
gateway, SMS daemon, LMS integrated database and 1
combination of JAVA and PHP technologies. The reason fo.
using such emerging technologies is the facility offered «
extensive message compression with a cryptographi
protection and the ability to integrate this mechanism into
widely used LMS such as Moodle. ‘

1I. THEORETICAL FRAMEWORK

Compressing data allows us to reduce communication cost
by using available bandwidth effectively. Data compressio:
algorithms can be divided into two main categories, namely
Lossless algorithms and Lossy algorithms. We distinguis
between Lossless algorithms, which can reconstruct tk
original message exactly from the compressed message, an.
Lossy algorithms, which can only reconstruct a
approximation of the original message. Such Lossles
algorithms are used for all kinds of text, scientific am
statistical databases, medical and biological images wher
recovery is needed to be precise. The Lossy compressioi
technique, on the other hand, can be used in normal imag
compression and multimedia compression where a modes
loss in resolution is often undetectable or at least acceptabl
[3]. The message encryption can be taken into consideratio:
as an added value in the message compression mechanism t
transmit sensitive data. Message confidentiality can b
retained with the encryption technique but other technique
are also essential to protect the message integrity am
authenticity [4). Private-key and public-key encryption are th
most popular encryption techniques used at present. Whe
choosing encryption techniques, factors such as security
energy consumption, speed, etc have to be considered
However, simultaneous implementation of a messag
compression technique and security is a challenging task
SMS technology [5].

A. Advanced Encryption Standard (AES)
With the AES symmetric block cipher algorithm, the tex
message (plain-text) is converted into an unintelligible forme
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[t sipher-text) and cipher-text is converted into its original form
I"f the message with decryption. The AES algorithm is capable
“f using cryptographic keys of 128, 192, and 256 bits to
s 1crypt and decrypt data in blocks of 128 bits [6]. AES has a
ixxed block size of 128-bits and a key size of 128, 192, or 256-
atits. But the Rijndael can be specified with any key and block
»szes in a multiple of 32-bits, with a minimum of 128-bits and
1. maximum of 256-bits. In a JAVA platform, libraries are
ssed to implement AES-128 bits key for encryption. Hence,
sie Rijndael-128 bit algorithm is most suitable for encryption
bnd decryption in a JAVA environment {7].

[ The Initialization Vector (IV) is a random number used in
combination with a Secret Key (Si) to encrypt data. This
aumber is sometimes referred to as a “number occurring once”
i i an encryption program uses it only once per session. The
umindom IV is used to avoid repetitions during message
iwacryption and makes it impossible for intruders who use
t3ctionary attack to decrypt the exchanged encrypted message
; v discovering a pattern. The point is that the attacker does
1ot know what the IV is and hence, the attacker must compute
is7ery possible IV for a given cipher-text to find out the
griginal plain-text. This IV is not being considered as secret
bid it can be transmitted in plaintext with the message.
rcowever, the secret key must be kept confidential from
izaauthorized users. This would not be a crisis because the IV
1e1anges randomly at each session and Sy is held as a private
y [8])-

T The AES-Rijndael 128 bit algorithm can be used in the
fq pher Block Chaining (CBC) mode with the combination of
iititial vector and secret key in a PHP environment [9]. The
1z2,cryption of plain-text and decryption of cipher-text with
iz tialization vector and secret key by the block cipher in the
3%3C mode is described in Figure 1 [10].
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Fig 1. Message encryption with initialization vector and secret key in
CBC mode

. Message Digest-5 algorithm (MDS5)
dT The MDS hash algorithm is much more secure as well as a
£l : faster than the previous MD4 algorithm [11]. This MD5
- # been the most widely used cryptographic hashing
rogorithm  with message authentication and integrity
docpabilities. A text message with an arbitrary character length
d ta be taken as the input to the algorithm which produces a
d-£8-bit “fingerprint” or “message digests” as an output. The
¢CDS hash is typically expressed in 32-digits hexadecimal
darnstant number. A completely different message digest
ugtput is obtained when we consider two messages which
sifer only by a single character. Hence, the MD5 hash
msietion is a powerful mechanism for detecting very small
arranges in very large files or messages and can be used to
1qrrmpress as a fixed length message securely [12].
1a/New cryptographic attacks such as brute force, rainbow
;esiles, dictionary attacks and hybrid attacks have been
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discovercd in MD5 vulnerabilities. Hence, in some cases, such
as Secure Socket Layer (SSL) certificates or digital signatures,
the MDS5 is not suitable for message compression. However, it
is often used in digital signatures with many variations. The
combination of MDS5 hash and the (1V can be used to avoid a
dictionary attack [13].

In contrast, the MD5 cryptographic hashing algorithm is
used in the proposed mechanism to perform extensive
message compression. Further, the IV is combined with the
MDS35 hash algorithm to provide cryptographic protection
while obtaining message compression to avoid a dictionary
attack in MDS wvulnerabilities. An arbitrary number of
characters contained in the extensive text message are
compressed using the MDS algorithm into a 32-digit
hexadecimal fixed length text. This fixed length text can be
inserted into the OUTBOX table in the LMS database as a
standard single text message. This allows us to mitigate the
costs involved in sending out concatenated messages. PHP
and JAVA languages are used in the implementation phase at
the teacher’s end (LMS server) and the student’s end (mobile
device), respectively, while the operating system of the mobile
device is Android. Also, the Rijndacl AES-128 bit algorithm
with secret key performs well in the encryption and
decryption processes in PHP and JAVA environments. The
secret key can be exchanged between a teacher and a student
securely. We can denote the cipher text M (containing 32
digits)

M= {HMDS (IV) @ Sk (Tp)}

Where T, = plain-text, IV = initialization vector, @@ = XOR
operator, Sy = secret key and Hyps = hashing algorithm for
message compression. Finally, this encryption provides
message authenticity, integrity and confidentiality for the
proposed mechanism as an added value.

111. SYSTEM FUNCTION AND ARCHITECTURE

The theoretical concept behind this system functionality is
built upon the convention of extensive text message
compression into a single standard text message with a
cryptographic protection. This enables us to avoid
concatenation of several messages by replacing it with
extensive text message compression technique to generate a
standard single text message with security assurance.

As illustrated in Figure 2, the proposed mechanism enables
a teacher to create extensive text messages containing
arbitrary number of characters via a mobile browser interface
through an Internet-enabled mobile device. Once a teacher
logs in to the system relevant to a particular course unit,
he/she can create an extensive text message and send brief
lecture summaries, assessment schedules or feedbacks,
detailed news and notices to students as wells as confidential
data such as cxam results.

When a teacher creates and ready to insert an extensive text,
the front-end software compresscs this extensive text by using
the MDS5 hash algorithm with an initialization vector (IV) and
a secret key (S,) into a 32-digit fixed length payload (cipher-
text). The IV is randomly defined in cach session and wraps it
with plain-text, encrypt with S, (key should enter by the
teacher while creating extensive text) and then compresses
with MDS hash algorithm into a cipher-text.
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Fig 2 System function and architecture

Thereafter, this cipher-text is inserted into a database where
an SMS daemon checks the database periodically and sends
out stored messages through an SMS gateway to a GSM
modem. Using ‘AT’ commands, the modem in turn sends out
these cipher text as a standard single text messages to all the
recipients having access to that particular course unit through
the SMSC. Finally, this cipher-text is received by the
recipient’s mobile device in which the software decompresses
that cipher text using Sk (key should receive by the student
from the teacher securely) allowing the message to be viewed
in the standard INBOX.

The front-end design of the system provides the teacher the
ability to select a single or multi-recipient phone numbers in
addition to students’ mobile phones numbers previously added
In order to mitigate system abuse, restrictions can be enforced
to limit the number of messages that can be sent by each
teacher for a given month. System logs allow a teacher to
view delivery information such as recipient phone numbers,
delivered times, message contents about each text message.

Front-end design of the teacher’s end, as given in Figure 3,
is implemented by using the combination of PHP, XHTML-
MP and CSS and the recipient’s end is implemented by using
JAVA on the Android platform.

Fig 3. Front-end inlerfaces of the proposed system of the mobile phone
with, (a) teacher inserts extensive text message with secret key, (b) student
receives message and inserts secret-key, (c) student views original message

IV.Results and Discussion

The proposed algorithm is tested with 100 messages sent by
the system to a series of smart phones on Android platform
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having connectivity to several GSM networks (GSM provide
1-36 SMSs, GSM provider Il - 26 SMSs, GSM provider Il
- 23 SMSs and GSM provider IV - 15 SMSs). Compress©
text messages (as cipher-texts) are inserted into the database
with 32-digit fixed length size. The entire process of messagi
delivery contains the combination of two partial process©
namely from submitting the message via mobile device by the
teacher to inserting into the database and transmitting the
message to the recipient. The message compression witl
encryption carried out in the first stage of the entire process.

Initially, different character lengths of extensive messages
(i.e. 144, 221, 372, 466 and 637) were submitted by thi
teacher to evaluate the response time. The compression ratii
(CR) can be measured by:

CR = Compressedfile size/Sourcefile size

A comparison of compression ratios

mechanism is illustrated in Table I.

with proposfB

TABLE |

Compression Ratios with the Proposed Mechanism

Reference payload Compressed payload Compression

size (characters) size (characters) ratio
144 (1 message) 32 ) 0.22
221(2 messages) 32 Requ!re? only 0.14
single

0 09

222 (i messages) 32 standard oo
(4 messages) 32 message .

637 (5 messages) 32 0.05

The response time obtained in the proposed mechanisi
with extensive messages having an average character length a
368 is illustrated in Figure 4. The mean values of the respons
time in the proposed mechanism and the standard mechanist
were measured to be 3.129 and 3.040 seconds, respectively.
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Fig 4 Response tune for proposed and regular method

A paired sample t-test (parametric) was applied afti
defining a null hypothesis (HO to compare these two responi
times. HO was accepted by considering the p-value of the te
(i.e. if p-value<0.05 then reject HO or accept otherwise). Tl
null hypothesis is defined as

HO - the proposed mechanism does not influena
message delivery time

Table Il gives statistical results obtained after applying ft
paired sample t-test. It shows that the statistical different
between the two approaches and the p-value was 0.99 (
0.05). This result provides evidence for accepting the nu
hypothesis within the significant level. In the second stage <
the process, all compressed text messages were delivered aft
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mpserting them into the database continuously within 329
sieconds through the SMS gateway without any significant
1ime variations and interruptions. This partial process
o;onsumed the same time intervals for both the standard
irnechanism as well as the proposed mechanism.

TABLE 1
RESULTS OF PAIRED SAMPLE T-TEST FOR PROPOSED MECHANISM
N N Mean(s) StDev(s)
" " Standard mechanism 100 3.04000 0.12309
Proposed mechanism 100 3.12900 0.16224
. Difference 100 -0.089000 0.17860
- p-value 0.99

Hence, it can be seen that the time is independent of both
¢systems in this second stage of the entire process. Finally, the
:is-esults indicate that the proposed mechanism does not
trnfluence message delivery time (Hy accepted). This confirms
sfhat the proposed mechanism is a competent short messaging
15 service for communicating text messages with compression.
sl-dence, the proposed mechanism, when implemented in an
1/Android environment, enables us to perform academic and
ibadministrative activilies without worrying the cost per
sarmessage. Moreover, the proposed mechanism offers security
wluring transmission of sensitive data. Statistical data confirms
sfhe extensive usage of mobile phones for texting [14] in
1/Android environments [15].

V. CONCLUSION

The main advantage of the proposed technique is that it
»sHecreases the message payload size into a single standard
sanessage while at the same time, providing message
1o 'onfidentiality, integrity and authenticity for both the sender
>z1nd the receiver. This technique can be easily integrated into a
VI..MS and can be implemented in the Android operating
2vsystem at the recipient’s end. Hence the proposed mechanism
vl certainly provide an ideal opportunity not only in the
sb:ducation sector but also in other entities where extensive text
'sanessaging to a larger user base is required. Further work is
ps'equired to apply the proposed mechanism in other mobile
3goperating systerns and services.
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